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Abstract

The early hacker creed embraced the idea that hacking was about learning and open access to all systems for knowledge. This idealism divided into highly skilled ethical hackers and cyber criminals. (Clarke, Clawson, Cordell. 2003.) The skilled hackers developed tools to automate their tasks and attacks. Many of those tools became available to less skilled hackers known as script kiddies. The attacks launched by script kiddies were less targeted and malicious than those of the professional hackers.

Today we have seen the ebb and flow of the script kiddie and of the focussed hacker. What we see now is more ominous. We see large spam and phishing attacks coming from sources that change as fast as we are able to identify them. Targeted DDoS attacks against SCADA sites and attacks against the very DNS backbone that the Internet depends upon. How are the attackers able to launch such successful attacks without being identified and shut down? What engine do the attackers use that allows them to launch such large scale attacks? The answer is found in the botnets that they are building today. This paper will look at what a botnet is and how the botnets of today differ from the botnets of just a few years ago. A brief discussion of how to defend yourself from a botnet will conclude the discussion of this paper.
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Summary of Findings

Botnets are networks of computers that all link together through an infrastructure of command and control communication controlled remotely and by infectious code on the local system. While there is value in the data on a system, once owned by a hacker much of the value found is in the resource capacity and bandwidth found in the control of the host. Hundreds or thousands of owned systems, when combined together, offer enormous computing power and can be leveraged for many tasks through the direction of the command and control of the remote control system. (Ianelli, Hackworth. 2005.)

Bradford and Yegneswaran identified that there are relatively few avenues for a bot to propagate to other systems. To of the most common include horizontal and vertical scanning. In their paper An Inside Look at Botnets, they identify four common botnets and look at the characteristics of those systems. Some of their key methods of comparing the different botnets is by looking at the complexity of the code, the methods for replication or propagation and to also look at their method of communication or the IRC structure. These three characteristics help to identify a botnet. Each botnet, whether simple or complex, has a fairly well developed IRC methodology and a method of replication. (Bradford, Yegneswaran. 2006.)

Discussion

What is a botnet? There is the technical explanation of a botnet being a network of independent systems remotely controlled by a control system that communicates with and controls the bot systems through command and control functions such as an IRC channel. But beyond that, the fundamental underlying question of what a botnet is is perhaps more aloof. When an individual is looking to launch an attack, whether against the heavily fortified network of a major corporation, or the relatively unprotected computers of millions of home computers, The advantages of a large computer system are unmeasurable. The cost of a system large enough to launch either of these attacks would be prohibitive even for some of the best funded attackers. Also, a large system becomes easy to identify and disable from a victims perspective. Botnets address this need nicely for the attacker.

 Botnets capitalize on the network access and interconnectedness of the computers they attack. The offer large amounts of computing power and can be used for DDoS attacks, hosting web sites for phishing attacks, or for spam attacks. While these are perhaps the most common uses for a botnet, (Schluting. 2008.) There is also a case for these connected systems to be used to launch a targeted attack. The ability to leverage a more powerful system that was difficult to isolate or identify could be useful in password cracking, and network profiling and other attack scenarios.

What we are talking about is a distributed computer system. Botnets are massive distributed computer systems that are developed through nefarious means. There was a time when a network could be protected from attack by limiting the access with a firewall. The relationship between an organization, its users, and its applications with the Internet and all that resides on the respectively connected assets makes a firewall woefully ineffective at stopping an attack. A worm can be simply downloaded from a link in a spam message that the victim received. Here the botnet can be used in two capacities. The botnet is leveraged in the initial attack of spam. Than, as the worm works its way through both the victim's client and network, the infected systems become bot hosts in the bot network; offering their resources to future efforts leveraged by the botnet herder. (Baylor, Brown. 2006.) Once a botnet has control of one system on a network, the herder effectively has the ability to gain control over several systems on that network. They no longer are in need of a worm to make the initial infection of other systems on the network. They can issue commands to the bot that they control and have it replicate out across the network with the rights that it possesses on the network. In this way botnets can self-replicate, repair and grow their own structure

The method for keeping these systems in the botnet working together is a key to their success. The internet relay chat communication standard was developed as a means for basic communication over the network. It has formats for client to client and client to server communication. Originally the IRC standard was intended as a text based communication. The IRC protocol set little in the way of controls but left a platform for standards and development around the communication channel.

This IRC communication is the foundation of control for botnets. Through the use of commands sent through IRC the server is able to control the clients, or bots, across the network. As IRC technology has advanced the communication has moved from text based commands to web based communication such as P2P. This has made it more difficult to identify and protect against the communication of a botnet. Along with that most IRC communication supports TLS and other encryption forms, such as SSL with a P2P network, which secures the communication channel making it impossible to isolate the commands being sent to and from the bot client. (Schluting. 2008).

Protecting against a botnet is a difficult task. The obvious goal is to never let the system to become infected by a worm or virus from the start. Good edge security, strong security policy, and strong anti-virus are all supposed to prevent this from happening. History tells us that it does not work. IDS/IPS technologies have the ability to identify bot traffic that has a known signature. This allows for security systems and or staff to respond to bot activity once on the network. Perhaps one of the most powerful tools in the security arsenal today is the ability to watch network behaviour. Network intelligence, or network anomaly detection, will help to provide visibility to the abnormal network behaviour of the bot as it reaches out to the botnet server. A network intelligence system would have knowledge of normal network traffic generated by applications on the corporate network. Systems such as Oracle or MS Exchange create a identifiable network signature. IRC communication across the network would deviate from this and should send up an alert on your network intelligence solution. No one security measure is ever the complete answer but when these solutions are all combined together there is a better chance of identifying and defending against a botnet or a botnet attack.

Conclusion


Botnets are nefarious distributed networks. At their core they are simply distributed networks organized for and managed by criminals. There are numerous public distributed computing efforts with no criminal objective. The web site, “http://en.wikipedia.org/wiki/List_of_distributed_computing_projects”, lists a few of these projects. Botnets, in contrast, are built by a bot herder taking control of the bot without the knowledgeable consent of the owner; through the use of a worm or the botnet itself.


Botnets can be used for many different objectives. The list is topped by spam and phishing attacks as well as DDoS  attacks. The shear computing power combined with multiple entry points to the Internet from the botnet offer unique advantages for an attacker when looking at launching many different types of attacks. These advantages make it increasingly difficult to both stop an attack as well as to trace the origin or catch the attacker.


Protecting against a botnet requires defending in depth. A firewall will no longer do the job. IDS/IPS technologies provide some defence against known botnet threats and current anti-virus solutions help to prevent the initial infection. These measures when backed by strong network intelligence and monitoring provide some of the best security technology that can be leveraged against the advancement of a botnet on your network.
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